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timestomp.exe c:\test.txt -z “Saturday 10/08/2005 2:02:02 PM~
timestomp.exe c:\test.txt -a “Saturday 10/08/2005 2:02:02 PM~

Standard Information

Creation  10/8/2005: 14:2:2
Modifica. 10/8/2005: 14:2:2
MFT 10/8/2005 : 14:2:2
Last Acc. 10/8/2005: 14:2:2

File Name Info.

Creation

Modifica.

MFT

Last Acc.

f34-03-9780123943972

10/15/2008 : 0:37:35
10/15/2008 : 0:37:35
10/15/2008 : 0:38:49

10/15/2008 : 0:37:35
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GUI for log2timeline - artifact timeline analysis framework
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LA AccessData FTK Imager 2.9.0.138

File View Mode
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Evidence Tree » | [File List
=02 forphan] ~  Name I Size | Type | Date Modified
% lacalmds ofy X jdimayxq.cji 1KB Directory 1/20/2011 2:58:18 AM
% 'dbe"""“'p": % nbohmimi.eqf 1KB Directory 1/20/2011 2:58:16 AM
= yak ko X whfayamxytf 1KB Directory 1/20/2011 2:58:17 AM
i ;‘;ﬂ gy X $30 4KB NTFSIndexAll.. 1/20/2011 2:58:18 AM
.. ropiidiq.gax ¥ | aswnaonveymeeopbh... 0KB RegularFile 4/30/1986 11:43:13 AM
EH% akseikgs pbv X | ebqdcovofrxpqpueac 0 KB Regular File 4/30/1986 11:43:13 AM
=250 yﬂotogjm bml ¥ iyrvcoussvujvwrecgxvf... 0KB Regular File 4/30/1986 11:43:13 AM
438 tonuokwvt jge X | kjkswoubgqeepbplcdn... 0KB Regular File 4/30/1986 11:43:13 AM
#4580 teyqvifi.doj X | kowvkewkjfxpjickwlwy... 0 KB Regular File 4/30/1986 11:43:13 AM
[#-135) paviuxmmx ter X | mbglnyasoayvtrywgh... 0KB Regular File 4/30/1986 11:43:13 AM
*% edmnbcfyfax £ i . - e w e - P — PR s rmm A ss smam sae
B Inodwyjsy 00[30 00 00 00 01 00 00 00-00 10 00 00 01 00 00 00[0 -+ -vrvrr---
‘5@ nafbfwttmtmaih —|10|10 00 00 00 20 00 00 00-20 00 00 00 00 00 Q0 QQ| ---- == -o-----
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Dependency Walker - [YPager.exe]

=101 x|

B File Edit VYiew Optons Profile Window Help = |5|£]

ZE 8 R HAE S EE BN

- [ YPAGER.EXE ~il P | Ordinal ~ | Hint Funczion o
- ] VERSION.DLL --.J.\Jk\ 0(0x0000) | 720CIML@@QAE@XZ
- ] CoMCTL32.0LL B8 (nja 1 {0x0001) | ??0¥MLSettingsReverter@@QAE ™
WINMM.DLL B |nja m_‘gﬂg'fML@@QAE@XZ
5 ] WSOCKz2.DLL B | na 3(0x0003) | 271 ingsReverter@@QAE
] IDLE.DLL B8 |nja & (Dx0006) | HTMLize@CYML@ BC _
[‘E YGXA_Z.DLL ‘T A T MNN T | AT ARDYRA Cakkimaslm .A,anmf
i | -
o | E Ordinal ~ Hint Func:ion -~
I | TB-1(0x0001) | 0({0x0000) | ?70CIML@@QAE@XZ —
B S8 | 2(0x00 0001) | 770¥MLSettingsReverter@@QAE
1+ B
r;“ 0 = 3(0x0003) [ 2 (0x000 PCIML@@QAE@KE
£ 0 B | 4(0x0004)| 3{0x0003) | ?21¥MLSetting @QAE
Lv_l 27 0 h
5 O] XMLPARSE.DLL _:_] ? S {0x0005) [ 4(0x0004) ..4Cr’l~i1L@@OAEAA'-!U@ABv ’jc |
e = A .

-~ | Module File Time Stamp Link Time Starmp File Size Attr, Link Checksum -
Ha' DLL | 11/30/2005 S:30p | 03/25/2005 8:00a 620,032 | A 0x000AZASE
0 | comcTiaz.ow ; 08/28/2006 1:55p | 1,051,136 [ A 0x0010A2C8 1
E COMDLG32.DLL | 11/30/2005 S:30p | 03 ; 281,088 | A 0x0004CATE 1
0] |crypr32.0LL | 11/30/2005 5:30p | 03/25/2005 8:01a| 595,968 [A~——_| 0x000A0754 |1
EFl GDI32.DLL 12;31;2005] 9:42a | 12/31/2005 9:42a| 281,600 | A 0x000 [

4 >
For Help, press F1 v/
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% Process Hacker [HP-110-1030MR\A dministrator]+

==X

Hacker View Tools Users Help
“Z Refresh o Options &8 Find Handles or DLLs  24* System Information [ | [o) 3¢
Processes | Services | Network
Mame PID CP IjO Total... | Private B...  User Name Description
=™ System Idle Process 0 0 NT AUTHORITY\SYSTEM
= [ﬁ System it 0 NT AUTHORITY|SYSTEM MT Kernel & System
= B SMSS,EXE 912 Z00 kB NT AUTHORITYISYSTEM ‘Windows NT Session Manager
E Csrss.exe 1092 2,96 MB  NMT AUTHORITY\SYSTEM Client Server Runtime Process
= _E!] winlogon. exe 1116 20,47 MB  NT AUTEH
= 7 services.exe 1160 1.56 3.18ME  NT AUTH =
™ wmacthlp.exe 1336 2.25ME  NT AUTH " — : " — c .
emor nvironmen andles ervices ommen
=17 svchost exe 1352 11.94MB NTAUTE I” tatiat oot - T od
- T 2752 18.23ME NT...iN Enera atistics erformance reads odules
Tl unsecap... 3816 B.77MB MNTAUTH | ser, NT AUTHORITY|SYSTEM
[T svchost.exe 1452 DTN G 00|
Dl svchast.exe iz I L L Session: 0 Elevated: Nfa Virtualized: NfA
™ swchost exe 1704 4.22MB NT...\N 1
App conkainer SID:  NfA
[ svchost exe 1836 156 Bjs 8.21MB NTAU.
’E’El vpnagent,exe 1936 13,73 ME  NT AUTH Mame Flags
ﬁ iscsiexe . exe 196 S.63MB  NT AUTH BUILTIMN\Administrators Owner (Default Enabled)
E spoolsv.exe 332 17.02MEB  NT &UTH Everyone . Mandatory (Default Enabled)
uthenticated Users  Mandatory {Default Enable
ﬁsuchast — 524 6ME NT AL MT AUTHORITY\Authenticated L Mandatory (Default Enabled)
™ swchaost exe 564 S.EME NT AU,
[ mounter.exe 683 g24 kB NT AUTH
[ mdm.exe 720 S.6ME  NT AUTH
™ sqlservr.exe 736 S0.E7ME T ..AN
g e | [ e Sas | Descrption 2
= ) ' SefssignPrimaryTokenPrivilege  Disabled Replace a process level ...
salwriter exe 1076 6.32MB  NT AUTH SeauditPriviege Default Enabled  Generate security audits
[ svchost.exe 1176 10.89MB NTAUTH | SeBackupPrivilege Disabled Back up files and directo...
VIWare-con, .. 1455 46.46 ME  NT AUTH e_hangeMokifyPrivilege efault Enables wpass kraverse checking
™ SeChangematifyPrivil Default Enabled B t hecki
. eCreateGlobalPriviege efault Enable reate global objects
vmware-con... 1640 42,51 ME  NT AUTH g E E g' bf'_':;_' ! g I': :EE E: g E E lobal F?I t
! e_reatePagefilePriviege efaulk Enable reate a pagefile
]_ﬁ searchindex... llpze 8.76 kBfs @0 (g SeCreatePermanentPrivilege Default Enabled  Create permanent shar...
@ vmtoolsd, exe 396 19.4MB  NT AUTH SeCreateTokenPrivilege Disabled Create a token object
./ Smc.exe 2136 30,68 MEB  NT ALTH SeDebugPrivilege Default Enabled  Debug programs
E lsass.exe 1172 11.04 MB  NT &UTH SelmpersonatePrivilege Default Enabled  Impersonate a client aft... =
CaTmmvm mmml mmalvimvik Oeicilamea Paf ik Emablad Trmvm mmm mmbod dimm meia
DPCs 0
% Interrupts 0 To view capabilities, claims and other attributes, click Advanced.
2

CPU Usage: 100,00%

Physical Memory: 66.41% Processes: 47
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